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ABSTRACT

In this paper we present a framework for forming interests-
based Peer-to-Peer communities using client-side web brovs-
ing history. At the heart of this framework is the use of an

order statistics-based approach to build communities with

hierarchical structure. We have also carefully considered
privacy concerns of the peers and adopted cryptographic
protocols to measure similarity between them without dis-

closing their personal pro les. We evaluated our framework

on a distributed data mining platform we have developed.

The experimental results show that our framework could

e ectively build interests-based communities.
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1. INTRODUCTION

According to Maslow's theory [17], social motive, which
drives people to seek contact with others and to build satis-
fying relations with them, is one of the most basic needs of
human beings. The tendency to have a liations with oth-
ers is visible even in virtual environments such as the World
Wide Web. Many online communities like Google and Ya-
hoo groups provide the user a place to share knowledge,
and to request and o er services. These communities are
usually implemented as forums or mailing lists and under
certain central control. As the Web continues to grow in
both contents and the number of connected devices, Peer-
to-Peer (P2P) distributed computing is becoming increas-
ingly popular. Applications like Napster, KaZaA, BitTor-
rent, and SETI have already demonstrated the power of
such computation. Peer-to-Peer technologies harness the
CPUs and storage devices over the network to produce huge
data stores, processing engines and communications sys-
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tems. Each peer in the P2P environment acts as an au-
tonomous and independent agent that shares knowledge by
submitting queries and by replying with relevant informa-
tion. Dynamically aggregating peers with similar interest s
could greatly enhance the capability of each individual, fa -
cilitate knowledge sharing, and reduce the network load. For
example, a peer community allows the establishment of an
abstract region of specialization. When a peer needs some
relevant resources, the query could be propagated to the
community members rst to avoid the ooding of the re-
quest, and to maximize the quality of search results.

In this paper we address the problem of forming interest-
based communities in a Peer-to-Peer environment. We de-
ne a Peer-to-Peer community as a collection of nodes in
the network that share common interests. Traditional web
mining has spent lots of e orts on the web server side, e.g.
to analyze the server log. Instead, in this paper, we pro-
pose the usage of client-side information, namely, the web
browsing cache, to model a peer's personal interests and
to build Peer-to-Peer communities. Compared with other
related work, our framework has the following speci c fea-
tures:

It makes use of an order statistics-based approach to
build communities with hierarchical structures.

It considers privacy concerns of each peer, and adopts
cryptographic protocols to measure similarity between
peers without disclosing their personal pro les.

Any technique that creates and represents a peer's per-
sonal pro le as a feature vector can be plugged into our
framework.

The remainder of this paper is organized as follows. Sec-
tion 2 o ers an overview of the literature on Peer-to-Peer
community formation, Peer-to-Peer data mining, and pri-
vacy issues in Peer-to-Peer network. Section 3 presents sora
basic features of our Peer-to-Peer community framework.
Section 4 and 5 address the community formation process.
Section 6 discusses the message complexity of some key steps
of the formation process. Section 7 studies the performance
of the proposed framework and provides the experimental
results. Finally, Section 8 concludes this paper with several
directions for future work.

2. RELATED WORK

This section presents a brief overview of the literature
on the formation of Peer-to-Peer communities, Peer-to-Peer



data mining, and privacy in Peer-to-Peer network. Due to
the large volume of the literature we do not attempt a com-
prehensive citation listing. Instead we provide a sampling
from a group of major categories.

2.1 Peer-to-Peer Communities

Generally speaking, the research on self-formation of Peer
to-Peer communities can be grouped into four major cate-
gories: 1) ontology matching-based approach; 2) attribute
similarity-based approach; 3) trust-based approach; and 4)
link analysis-based approach. We introduce each of them as
follows.

Castano and Montanelli addressed the problem of forma-
tion of semantic Peer-to-Peer communities [4]. Each peer
is associated with an ontology which gives a semantically
rich representation of the interests that the peer exposes to
the network, in terms of concepts, properties and seman-
tic relations. Each peer interacts with others by submittin g
discovery queries in order to identify the potential member s
of an interest-based community, and by replying to incom-
ing queries whether it can join a community. A semantic
matchmaker is employed to check whether two peer share
the same interests. The matchmaker performs dynamic on-
tology matching by taking into account both linguistic and
contextual features of the concepts to be compared. The ad-
vantage of this approach is that peers do not have to agree
on the same prede ned ontology, and therefore they have
lots of exibility of describing their interests. However, the
gain of exibility comes at the price of accuracy because of
the uncertainty of concepts. We refer the reader to [19] for a
brief survey of existing ontology matching approaches. The
other drawback of this approach is that a peer's interests
are inevitably revealed, even to the peers that do not be-
long to the community, therefore the privacy of the peer is
compromised.

Khambatti et al. proposed a Peer-to-Peer community dis-
covery approach where each peer is associated with a set
of attributes that represent the interests of that peer [15] .
These attributes are chosen from a controlled vocabulary
that each peer agrees with, which gets rid of the uncertainty
of the fuzzy ontology matching. Peers whose attributes have
non-empty intersection can be grouped together. A very ba-
sic privacy policy is applied such that a peer does not dis-
close attributes corresponding to its private interests. T his
means that the smaller the number of claimed attributes,
the smaller the number of communities or community mem-
bers discovered by a peer. In this paper, we also assume
each peer has a set of attributes, which we call as pro le
vector. The dierence is that each interest in the prole
vector can be given a weight to show its importance. More-
over, we do not simply check the intersection of attributes,
instead, we quantitatively compute the similarity between
pro le vectors (using scalar product), and we use an order
statistics-based algorithm that can tell how similar a pair
of peers are to each other in the whole network. Our pri-
vacy management scheme enables each peer to measure the
similarity with other peer without worrying about privacy
breach.

Trust-based community formation is usually discussed in
the scenario of le sharing and service providing. The nota-
tion \trust" is a measure used by a peer to evaluate other
peer's capability of providing a good quality service or re-
source. This trust is based on information about the peer's

past behavior. Once a peer nds trustworthy peers, it in-

vites them to join its community. We refer the reader to [27,

1] as a starting point on this topic. In this paper, we are

interested in forming a community based on peers' interests
without considering the past interactions of peers.

There exists another area of research that focuses on the
link structure analysis of network to identify patterns of i n-
teraction. For example, Scott identi ed the various clique s,
components and circles into which networks are formed [22].
Flake et al. described an approach to identify web commu-
nities [8]. Here a web community is a collection of web pages
in which each member page has more hyperlinks within the
community than outside it. Such communities help to cre-
ate improved search engines, to perform content Itering,
etc. The drawback of link analysis-based approach is that
it depends on the stable link structure of the network, and
therefore precludes a peer from being a member of more
than one community simultaneously.

2.2 Peer-to-Peer Data Mining

Peer-to-Peer data mining is a relatively new eld. It pays
careful attention to the distributed resources of data, com -
puting, communication, and human factors in order to use
them in a near optimal fashion. Wol et al. proposed al-
gorithms for association rule mining [29] and local L2 norm
monitoring [28] over P2P networks. Datta et al. proposed
an algorithm for K-Means clustering over large, dynamic
networks [5].

2.3 Privacy in Peer-to-Peer Network

The objective of large scale distributed network is to max-
imize the availability and utilization of information. Thi s
goal would be achieved if the free ow of information was
ensured, and if the owners of di erent data resources were
able to share the data with each other. However, this is
frequently restricted by legal obligations or by commercia |
and personal privacy concerns. Privacy, or lack of it, is
becoming an increasingly important issue in many distrib-
uted application scenarios including le sharing, coopera tive
computation, etc. Previous research on privacy in Peer-to-
Peer network can be roughly classi ed into two categories:
1) user anonymity; and 2) data privacy.

User anonymity aims at o ering the users privacy protec-
tion by letting them hide their identities from the commu-
nicating peers or from malicious eavesdroppers. There are
many uses of anonymous P2P technology that help inter-
net users surf the web anonymously and shield their online
activities from corporate or government eyes. Anonymous
communication system is also used by government for intel-
ligence gathering and politically sensitive negotiations . Usu-
ally a special protocol for anonymous routing is applied in
the network (see e.g. [2]). The anonymity comes from the
idea that no one knows who requested the information as it
is di cult { if not impossible { to determine whether a user
requested the data for himself or simply requested the data
on behalf o somebody else. The end result is that everybody
on the network acts as a universal sender and universal re-
ceiver to maintain anonymity. There are many decentralized
anonymous and censorship-resistant P2P frameworks in the
market such as the Freenet [9] and the GNUnet [11], to name
a few.

The objective of protecting data privacy is to hide the
sensitive information owned by a peer from being disclosed



in a cooperative computation environment, where the rev-
elation of a peer's identity is unavoidable. For example,
it may not be possible to hide the identity ( e.g. IP, port
number, URI) of a peer in a Peer-to-Peer community since
without this information, peers may not be able to commu-

nicate with each other. To be more speci c, the data privacy

problem in a large scale cooperative computation environ-
ment can be de ned as follows. Assume that n participants

mon function f, without revealing anything but the output.
Privacy preserving data mining (PPDM) [26] strives to pro-
vide a solution to this problem. It aims to allow useful data
patterns to be extracted without compromising privacy. For
example, Gilburd et al. presented a privacy model called
k-TTP for large-scale distributed environment [10]. The in-
tuition is that at any time each participant can only learn a
combined statistics of a group of at least k participants, and
therefore any specic participant's private input is hidde n
among at leastk 1 other participants' input. In Section 5.3
we will revisit this problem and discuss how to compute the
scalar product of two private vectors owned by two peers.

3. FEATURES OF PEER-TO-PEER COM-
MUNITY

In this section, we present some features that characterize
the formation of our Peer-to-Peer communities.

3.1 PeerProles

A crucial issue in forming Peer-to-Peer communities is to
create peer pro les that accurately re ects a peer's intere sts.
These interests can be either explicitly claimed by a peer,
or implicitly discovered from the peer's behaviors. A peer' s
pro le is usually represented by a keyword/concept vector.
Trajkova and Gauch proposed techniques to implicitly build
ontology-based user pro les by automatically monitoringt he
user's browsing habits [25]. The system classi es each web
page the user has visited into the most similar concept in a
prede ned hierarchy of ontology. Each element of the user
pro le vector corresponds to the weight or the number of
pages associated with that concept in the ontology. The
Open Directory Project concept hierarchy * was used as the
reference ontology. Figure 1 shows a sample ontology for
user prole. Other sources of information have also been
used in the literature to create pro les, such as using book-
marks [24], using queries and search results [23], etc. We
refer the reader to [25] for a brief overview on this topic.

We point out that any approach that represents a peer's
pro le in a feature vector can be used in our framework. In
this paper, we use the frequencies of the web domains a peer
has visited during a period of time to construct the peer's
pro le vector. Each web domain can be viewed as an interest
or topic and hence the frequency represents the weight of
the interest for that topic. Detailed explanation about dat a
collection is given in Section 7. To avoid the uncertainty of
ontology matching, we expect all peers to agree on the same
ontology de ned by a controlled vocabulary. In this paper,
this means that all peers agree on a superset of web domain
names.

3.2 Similarity Measurement

1 Open Directory Project { http://dmoz.org/

Figure 1: A sample ontology for user pro le.

The goal of community formation is to nd peers sharing
similar interests. However, one of the important questions
is how a peer can decide whether another peer is similar
to him, to what extent? If we simply choose a similarity
measurement and setup a subjective threshold such that
peers with similarities greater than this threshold can be
grouped together, we can't provide any statistical guarant ee.
Furthermore, this approach is not able to re ect the essen-
tial characteristics of a social community, namely, hierarchy.
In a social network, a person may have multi-level friends,
where the rst level might be family members and closest
friends, the second level might be some other colleagues. A
person could also have indirect friends from his/her friend s'
social network. A Peer-to-Peer community from one peer's
perspective should also have such kind of hierarchical struc-
ture. That is, some peers share more interests with this
peer, and some less, under some similarity measurement.

To achieve this goal, we propose an order statistics-based
approach (to be described later in Section 5.1) that enables
a peer to know how similar the other peer is to himself. In
other words, our statistical measurement guarantees that i f
the similarity between peer P; and P; is above a threshold,
P; can determine with con dence level g that P; is among
the top (1 p) quantile most similar peers of Pi's. Here
the quantile, denoted by , with 0 <p < 1, of a continuous
random variable X is de ned by Prfx pg=p, eg. os
is called the median of the distribution. We use the term
\top (1 p) quantile" to denote the area [ ,; 1), €.g. top
(1-0.9) quantile means the largest 10% of data. As a running
example, let us assume there are 5 peer§Py; P2; P3; Pa; Psg
in the network, and the similarity measures between P; and
all other peers aref 1; 3; 2; 4g, respectively, where the higher
the value, the higher the similarity. If P; knows the similar-
ity between him and Ps is 4, our approach will enable P; to
know, with high con dence, that Ps is among the top 25%
most similar peers of P;'s in the network, without comput-
ing all the similarity values.

Now we formally de ne a Peer-to-Peer community based
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Figure 2: Example of Peer-to-Peer communities.

on our above discussion.

Definition  3.1. [( ;p;)-P2P Community] A( ;p;Q)-
P2P community from peer P;'s view is a collection of peers
in the network, denoted by C, such that the similarity mea-
sures betweenP; and all the members in C are among the
top (1 p) quantile of the population of similarity measures
betweenP; and all the peers in the network, with con dence
level .

Definition  3.2. [Extended ( ;p; g)-P2P Community]
An extended ( ;p;g)-P2P community from peer P;'s view is
the union of C (de ned by De nition 3.1) and all the peers
from the ( ;p;g)-P2P community of each member in C.

These two de nitions implicitly capture the hierarchical
characteristics of the community. When a peer nds a sim-
ilar buddy, he could compute the quantile value and deter-
mine which area this buddy belongs to. A peer could also
specify ap value and only invite those belonging to top (1
p) quantile area to be his community members. The commu-
nity could be expanded to include members from members's
community. For example, in Figure 2, Peer A;P;;H are the
rst level members (with larger p) of community initiated
by Pi. Peer C;F and G are the second level members (with
smaller p) of community. Note that P; is also a initiator of
another community, and it has E as its rst level commu-
nity member. Peer A;P;;H;E compose an extended P2P
community initiated by P;.

In this paper, we use the scalar product between two pro-
le vectors to quantify the similarity between two peers.
Other similarity metrics such as Euclidean distance can also
be applied in our framework without any hurdle. Details
on how to determine the threshold for quantiles using order
statistics theory are given in Section 5.1.

3.3 Privacy Management

A major drawback of most existing community formation
approaches is that none of them take serious consideration ©
protect a peer's privacy. For example, a peer may not want
to reveal some of his interests, or the weights of his intereds
in his pro le vector. Privacy becomes an extremely impor-
tant issue especially when the pro le is implicitly discove red
from the peer's personal activities.

In our framework, we provide the peer with two-level pri-
vacy protection. The rst level allows the peer to explicitl y

Iter out extremely private sensitive interests by assigni ng
zero weights to the corresponding concepts in the prole
vector. The second level protection relies on the notion of
cryptographic secure multi-party computation (SMC) [31].
Loosely speaking, SMC considers the problem of evaluating
a function of the private inputs from two or more parties,
such that no party learns anything beyond what can be im-
plied from the party's own input and the designated output
of the function. We adopt private protocols that are proved
to be cryptographic secure such that any pair of peers can
compute the similarity of their interests without knowing
each other's actual pro le vector. Details about the privat e
computation are given in Section 5.3.

We need to note that no protocols can build a similar
interest-based community without revealing the informati on
that these peers share the same interests A high simi-
larity value between two peers tells them they have a lot
in common, and their pro le vectors are close. Neverthe-
less, SMC-based protocols can guarantee that neither party
would know the other's actual input, namely, the actual pro-
le vector. Moreover, if the similarity value is low, no sign i-
cant information about the other peer's interest is disclos ed.

4. COMMUNITY FORMATION PROCESS

In this section, we address the Peer-to-Peer community
formation process under the assumptions that: 1) each peer
can be a member of multiple virtual communities; 2) peers
interact with each other by submitting or replying queries
to determine the potential members of a given community;
and 3) there is no superpeer as a centralized authority.

The Peer-to-Peer community emerges as a peerpP;, called
community initiator, invokes a community discovery proces s
which consists of the following tasks: sample size computa-
tion, quantiles estimation, member identi cation, member
noti cation and acceptance, and community expansion.

Sample Size Computation: The initiator P; rst
selects a con dence levelq and the order of population
quantile p it would tolerate. Based on the algorithm
described in Section 5.1, the initiator calculates the
number of samples required to compute the threshold
such that any peers that have similarity values with P;
greater than this threshold are among the top (1  p)
guantile most similar peers of P;'s. Let us denote the
sample size asN .

Quantiles Estimation: Given the sample size N,
the initiator invokes N random walks using the pro-
tocols described in Section 5.2 to choose independent
sample peers in the network. Whenever a new peer
P; is chosen, it replies to P; with its address and port
number, and builds an end-to-end connection with P;.
Then P; computes the scalar product of its pro le vec-
tor and Pj's prole vector using the private scalar
product protocol described in Section 5.3. This pri-
vate protocol guarantees that neither P; nor P; could
know the other party's prole. After P; collects all
the N scalar products, it nds the largest one as the
threshold for quantiles of order p.

Member Identi cation: The initiator P; com-
poses a discovery message containing its address and
port number, as well as a time-to-live (TTL) parame-
ter de ning the maximum number of hops allowed for



the discovery propagation. Then the discovery mes-
sage is sent to all P; neighbors. When a peer P; re-
ceives this message, it replies toP; with its address and
port number. P; then invokes a private scalar prod-
uct computation (to be described in Section 5.3) to
get the similarity value. Independently from the sim-
ilarity computation and if TTL 0, P; forwards the
discovery message to all its neighbors, except for the
peer from which the message has been received. Each
peer discards duplicate copies of the same discovery
message possibly received.

Member Invitation and Acceptance: The ini-
tiator P; evaluates the quality of the discovered peers
by comparing the similarity values with its threshold.

If the similarity is above the threshold, P; sends an
invitation message to that peer. If the similarity is
below the threshold, P; still could analyze, with the
same con dence level, the order of quantile that the
peer belongs to; but note that this order will be lower
than the preset p. Given this information, P; can de-
cide whether to send an invitation to a peer with less
similarity. For the sake of simplicity, in our exper-
iments, P; will not send invitations in this circum-
stance. Once a peerP; receives an invitation message,
it decides whether to accept it or not by replying an ac-
ceptance message. Receiving the acceptance message,
P; records P; in its local cache.

Community Expansion: When a peer P; accepts
the invitation, it replies to the initiator an acceptance
message, as well as the member lists in its local cache.
These members are from the P2P community or ex-
tended P2P community initiated by P;. As a reward,
the initiator sends the current member list in its local
cache to P;. In this way, each peer has an extended
Peer-to-Peer community.

In our framework, peers interact with each other by send-
ing discovery queries, or by answering queries. If a peerP;
polls another peer P; but does not get a reply in a reason-
able amount of time, P; simply assumes that P; has left the
network. In this case, P; can resend query to other peers to
get necessary information.

5. BUILDING BLOCKS

This section elaborates on some building blocks that are
necessary to complete the Peer-to-Peer community forma-
tion process.

5.1 Distribution-Free Con dence Interval for
Quantiles

Given x, a feature vector, and Y, a set of other feature
vectors, we want to nd out how similar x anday 2Y are
to each other in comparison with the similarities of x and
other ys in Y. A trivial approach to this problem would be
to collect the entire set of Y and compare all the scalar prod-
ucts of x and Y. This simple approach, however, does not
work in a large-scale distributed P2P environment because
the network state is not stable with frequent nodes arrivals
and departures, and the overhead of communication would
be extremely high. Theories from order statistics, however,
could relieve us from this burden by considering only a small

set of samples fromY and producing a solution with prob-
abilistic performance guarantees. The following part of th is
section discusses this possibility.

Let X be a continuous random variable with a strictly
increasing cumulative density function (CDF) Fx (x). Let
p be the population quantile of order p, i.e. Fx( p) =
Prfx pg = p. Suppose we takeN independent samples
from the given population X and write the ordered samples
asx; <Xz < <X N . We are interested in computing the
value of N that guarantees
Prixn > p9>Q:

Since

Prixn > pg 1 Prfxn pd
1 Prfall the N samples g

1 pY;

we have

gl q .
og(p) @)

For example, for g = 0:95 and p = 0:80, the value of N
obtained from the above expression is 14. That is, if we took
14 independent samples from any distribution, we can be
95% con dent that 80% of the population would below the
largest order statistic x14. In other words, any sample with
value greater or equal to x14 would be in the top 20 quantile
of the population with 95% con dence. The smaller the pis,
the smaller the N, e.g. when p =0:70, N = 9. Therefore,
given 14 samples, we can also determine the threshold for
any quantile of order less than 0:80. Recall in the community
formation process, if the initiator P; nds a peer P; with
similarity value less the threshold, the initiator cannot s ay
P; is among the top 1  p quantile most similar peers, but
the initiator can still nd out a smaller p°< p and determine
with the same con dence level that P; is among the top 1 p°
quantile most similar peers. For detailed treatment of orde r
statistics, we refer the reader to David's book [6].

When X is discrete, the equation Fx (x) = p does not
have a unique solution. However, , can still be de ned by
Prfx < ,g9 p Prfx p0. This gives , uniquely
unless Fx ( p) equals p, in which case , again lies in an in-
terval. It can be shown that in this case, Prfxy < pg
Io(N; 1) = pV, where I,(N; 1) is the incomplete beta func-
tion. Therefore, in the discrete scenario, we have

pg = 1
1 pM>q

1 p'>q) N

Prfxn Prixn < pg

This does not change the conclusion from Eq. 1.

5.2 Random Sampling

Random sampling in the networks is a prerequisite to the
estimation of population quantile. It can be performed by
modeling the network as an undirected graph with transi-
tion probability on each edge, and de ning a corresponding
Markov chain. Random walks of prescribed length on this
graph produce a stationary state probability vector and the
corresponding random sample. The simplest random walk
algorithm chooses an outgoing edge at every node with equal
probability, e.g. if a node has degree ve, each of the edges
is traversed with a probability 0.2. However, it can be shown
that this approach does not yield a uniform sample of the


















