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Abstract

The widespread distribution and availability of small-scale sensors, actuators, and embedded
processors is transforming the physical world into a computing platform. One such example is
a sensor network consisting of a large number of sensor nodes that combine physical sensing
capabilities such as temperature, light, or seismic sensors with networking and computation
capabilities. Applications range from environmental control, warehouse inventory, health care
to military environments. Sensor networks will produce a flood of spatio-temporal data of
unprecedented scale. In this paper, we outline some of the associated data mining research
challenges and some initial results.

1 Sensor Networks

Sensor nodes are one example of an emerging computing environment. Moore’s law tells us that we
will soon see sensors that measure 1 cm? running Linux [uCl01, Sys01] or QNX [Hil01], and there
is a plethora of research to scale down components to the 1 mm? range (about the size of a large
piece of dust) [KKPG98, KKP99]. Instead of deploying preprogrammed sensor networks only for
specific applications, future networks will have sensor nodes with different physical sensors for a
wide variety of application scenarios and different user groups.

Sensor networks have the following physical resource constraints:

e Communication. The bandwidth of wireless links connecting sensor nodes is usually limited,
on the order of a few hundred Kbps, and the the wireless networks connecting sensors provide
only limited quality of service.

e Power consumption. Wireless sensors have limited supply of energy, and thus energy
conservation is a major system design consideration. Current sensor nodes already have three
different sleep modes with several orders of magnitude different power usages [HSW*00], and
future nodes will have sophisticated power management features.

e Computation. Sensor nodes have limited computing power and memory sizes that restrict
the types of data processing algorithms that can run on the sensors and the sizes of interme-
diate results that can be stored on the sensor nodes.

We advocate a database approach to sensor networks. Declarative queries are especially suited
for sensor network interaction: Users and applications programs issue high-level queries without
knowing where and how the data is generated in the sensor network and how the data is processed
to compute the query answer. Sophisticated catalog management, query optimization, query pro-
cessing, and analysis techniques will isolate the user from the physical details of contacting the



relevant sensors, in-network processing, composition of high-level knowledge, and sending the re-
sults back to the user. Due to the large volumes of data produced in sensor networks and the above
described physical constraints of sensor networks, data transmission of all data back to a central
node for offline storage, querying, and data analysis is infeasible for sensor networks of non-trivial
size [EGHK99, PK00]. Thus information extraction from sensor networks has to perform non-trivial
in-network data processing, data reduction, and aggregation.

Given the view of the sensor network as a huge distributed database system where each sensor
node corresponds to a database site that holds part of the data, we would like to adapt existing
techniques from distributed and heterogeneous database systems for the sensor network environ-
ment. But there are two major differences between sensor networks and traditional distributed and
heterogeneous database systems.

First, sensor networks have physical characteristics that are very different from regular desktop
computers or dedicated equipment in data centers. Individual sensors might fail at any time, the
networking layer only provides very weak quality of service (such as a best-effort delivery of network
packets [IGEO00]), and the sensor nodes have strict resource limitations such as limited memory,
computational power, and energy. Query processing has to be aware of these physical constraints.
As an analogy, consider access to secondary storage in traditional database systems. Database
systems bypass the operating system buffer to have direct control over secondary storage resource
[Sto81]. In a sensor network database system the query processing layer will be tightly integrated
with the networking layer in order to manage the resource “network” intelligently.

Second, sensors produce data continuously in data streams, and sensor nodes have only limited
memory and computational resources. We need to develop new data analysis techniques for the
online processing of data streams that do not assume that all records are materialized at some level
of the storage hierarchy.

While developing techniques that address the two problems above, we must not forget that
scalability of our techniques with the size of the network, the data volume, and the query workload
is an intrinsic consideration to any design decision. In the next section, we describe initial results
on techniques for data stream aggregation directly at individual sensor nodes with limited amount
of memory.

2 One Example Technique: Computing Correlated Aggregates

Correlated aggregates provide a natural mechanism for the flexible composition of standard aggre-
gates that are useful for sensor network applications. For example, COUNT{z : > 0.5 x MAX(z)}
operates on a multiset of x values, and computes the number of z values that are within 50% of
the maximum z value in the multiset. Similarly, MAX{y : z < AVG(x)} operates on a multiset of
(x,y) tuples, and computes the maximum y value obtained from tuples where the z value is less
than the average x value in the set; this value may not be the maximum y value in the entire
multiset. Prior work considered only the exact computation of correlated aggregates over finite
data sets [CR96, ACJKO1, Cha99]. For data streams of large volume, such exact computation is
not feasible, and providing a quick approximate answer will have to suffice.

Data Stream Models. Let us first introduce a data stream model for the computation correlated

aggregates with limited amount of main memory. Consider a relational schema R with attributes

X1, ..., Xk where attribute X; has dom(X;). We call att(R) def dom(R) def dom(X) X -+ - x dom(X})

the attribute space of R. Let R be a relational schema with attribute space att(R). We call a
function O : N — att(R) an ordering of R. A sequence is a tuple S(R, O) where R is a relational



schema and O is an ordering of R. Given a sequence S(Rg,Og), we also refer to the natural
numbers as positions, and we use S[i] for Og(7), the record at the ith position.

Our model of computation is similar to the model introduced by Henzinger et al. [HRR9S8]. It
contains a single input sequence S;;, and a single output sequence Sy, and the model has as single
parameter m, the amount of space available. Computation in our model proceeds in steps, and
each computation step consists of three substeps. Consider the ¢th computation step. In the first
substep, we read Sj,[i] from the input sequence Sj, into a memory location; in the second substep,
we perform an unlimited amount of computation in memory; and in the third substep we write into
the ith position of the output sequence Sy,¢[i]. We call an algorithm for our model of computation
a stream algorithm. Thus, our algorithms map input streams into output streams, which could be
used for further processing.

A stream aggregate has three components: A scalar aggregate function AGG : 2® — R, a scope
function scope : N — 2N and a selection predicate P. Given an input sequence Sj,, a stream
aggregate operator Agg(AGG, scope, P) returns the sequence Sy,; such that

Soutlt] = AGG{Sin[1]- X | j € scope(i) A P(Sinljl, Sin[scope(i)])}

where Sjy, [scope(i)] o {Sinlj] | j € scope(i)} and X is an attribute of R.

Three particular types of scope functions are especially interesting. We call the scope function
fScope : N — 2N such that fScope(i) = {1,...,i} for i € N a full window scope, and we call the
scope function swScope,, such that swScope,, (i) = {max(1,7 — w + 1),max(1,7 —w +2),...,i} a
sliding window scope of size w. A full window scope is just a special case of a landmark window
scope. A landmark window scope takes as input a landmark set S = {s1, s2,...}. Given such a set
S and a position i, ImScope(S,i) = {s;,s; +1,...,i — 1,i}, where s; is the largest position in S
such that s; <.

Consider the stream aggregate operator Agg(AGG, scope, P). If the selection predicate P does
not contain any aggregate function, then we call Agg a level 0 stream aggregate operator. Recur-
sively, let Agg be a level i stream aggregate operator. Then Agg' (AGG’, scope’, P') is a level i + 1
stream aggregate operator if

Sout[i] = AGGI{SZTL[]]XZ | .7 € scope'(i) /\P,(Sm[]]aAgg(Sm)[Z])}

Our notion of the level of a stream aggregate lets us relate stream aggregates to regular queries over
a static relation. A level 1 stream aggregate can be evaluated over a static relation in at most 7 4+ 1
scans. Note that our notation of a level ¢ stream aggregate is purely syntactic. There are level ¢
stream aggregates that have equivalent level 0 aggregates for any 4. Establishing such equivalences
is an interesting topic for future research.

If the amount of available space m is infinite, then we can compute Sy, exactly for any stream
aggregate through the following simple algorithm: At step i, we read Sj,[i] into memory location
MTi]. We then compute the exact value of the stream aggregate Sy,:[i] using the copy of the input
stream being stored and store the output in Spy[i].

Open Research Problems. In a recent paper, we described algorithms and associated perfor-
mance experiments that show how to maintain correlated aggregates for the landmark and sliding
window case [GKS01]. We believe that the algorithms in that paper are only a first step towards a
more general investigation into computation of summary statistics and correlated aggregates over
data streams. For example, all our algorithms are only empirically evaluated; no formal analysis of
their properties has been developed yet.



A multitude of other open problems arises from this initial work. How do we compute one-
dimensional and multi-dimensional histograms over data streams with limited amount of main
memory, both in the landmark window and the sliding window model? Can we give formal a-priori
performance guarantees for our algorithms? In recent work, we introduced a new quantitative
measure called the deviation for data mining models whose structure exhibits the meet-semi-lattice
property [GGR99]. Can we use the deviation as a starting point to quantify differences between
summary data structures constructed off- and online? Another open question is how to combine
such summary data structures in further processing. Data reduction at individual sensor nodes
through the computation of aggregates or more sophisticated data mining models is only a first
step. We need to be able to process these synopsis data structure themselves when we combine
synopsis data from several sensors into higher-level knowledge. Conceptually, we can think about
the data structures described in this section as new base relations; future research has to address
how to design operators that work directly on these and similar summary data structures.

3 Related Work

There is a plethora of research that is relevant to the topics outlined above. Due to space restrictions,
we only shortly survey related work on data stream algorithms, distributed query processing, and
networking techniques for sensor networks.

Data Stream Computation. Data structures that hold such summary information are examples
of synopsis data structures [BDFT97, GM98, AGPR99a, AGPR99b, AGMS99, AGP99]. Construc-
tion of summary data structures over data streams has been of much interest recently [HRR9S8].
Algorithms and systems have been proposed for the computation of approximate frequency mo-
ments [AMS99], L' and LP distance functions [FKSV99, FS00], property testing [FKSV00], and
signatures [CFPRO0]. There has also been recent work on mining data streams, such as the con-
struction of decision trees over data streams [GGRL99, DH00], clustering data streams [GMMOO00],
incremental maintenance of association rules [CHNW96, CNT96, TBAR97], and incremental main-
tenance under block arrivals of records [GGRO00]. Recent work by Agrawal et al. [AS95], Gibbons et
al. [GMP97], Alsabti et al. [ARS97], Manku et al. [MRL98, MRL99], and Greenwald and Khanna
[GKO01] consider how to compute the approximate median and other quantiles in a single pass over
a finite data set. Correlated aggregates are considered in [CR96, ACJKO01, Cha99] with the focus
on exact computation of correlated aggregates over finite data sets in multiple passes.

The maintenance of aggregate queries is a special case of the the problem of incremental
view maintenance; in particular, the maintenance of basic statistical aggregates in the presence of
database updates was considered in [OWO00]. The synopsis data structures of Matias et al [GM99]
consider the approximate maintenance of more fancy aggregates in the presence of updates. In
online aggregation, Hellerstein et al. study the convergence of basic aggregates over finite data
sets [HHW97] and they describe access methods that retrieve records in random order in order to
use statistical estimators based on independence assumptions. Related is also work on the process-
ing on continuous queries [TGNQO92], such as in the OpenCQ System [LPT*98], the NiagaraCQ
Project [CDTWO00], and the XFilter System [AF00].

Distributed Query Processing. There are several great surveys on distributed query process-
ing, such as work by Yu and Chang [YC84], Ceri and Pelagatti [CP84], Ozsu and Valduriez [OV91],
Yu and Meng [YM98], and a recent survey by Kossmann [Kos00].

Sensor Networks. Research in dynamic wireless communication networks has a long history,
dating back to DARPA’s PRNET (Packet Radio Network) [JT87] and SURAN (Survivable Adap-



tive Networks) projects [SW87]. Most active in the area of sensor networks has been the networking
community, and a plethora of papers has been published on routing protocols for ad-hoc mobile
wireless networks [PB94, JM96, BMJ*98, Per99, PC99, ACPR, DPR00, JLH'99]. The networking
community has recently started to investigate the issue of power-aware networking infrastructures
[CT00, PK0OO, HKB99, SWR98, RRH00]. PicoNet proposes an integrated design of radios, small,
battery powered nodes, and MAC-layer and application protocols that minimize power consump-
tion [BCE197]. IEEE 802.11 supports ad hoc network configuration and provides control over
power management [otICS99].

4 Conclusions

We believe that sensor networks are an exciting new research area with challenging data man-
agement and data mining problems. In the Cougar Sensor Database Project and the Amazon
Stream Processing Project (www.cs.cornell.edu/database), we have started to address some of
the problems outlined above.
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